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57 ABSTRACT

A method, system and computer program for operating and
managing data and application services at an edge of a net-
work. An example method includes executing an application
on an edge node. The edge node provides services to mobile
device end users on the edge of a network. The method may
include identifying an operating context for executing an
application on an edge node. A management step manages the
operation and lifecycle of the application on the edge node in
response to the identified operating context.
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1
CONTEXT-AWARE MANAGEMENT OF
APPLICATIONS AT THE EDGE OF A
NETWORK

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of and claims priority
under 35 U.S.C. §120 to U.S. patent application Ser. No.
13/855,171 filed on Apr. 2, 2013, the entire text of which is
specifically incorporated by reference herein.

BACKGROUND

The present invention relates to computer software appli-
cations, and more particularly to managing and operating data
and applications at the edge of a network.

In typical cellular data networks, network providers with
data processing and application servicing capabilities,
enhance nodes at the edge of their networks to improve
response times, decrease backhaul congestion, and enhance
the overall quality of experience. The data processing capa-
bilities may include data traffic re-routing or byte caching
while servicing capabilities may include providing an entire
point of presence for an application at the edge, web serving/
caching, gaming, location based services and etc.

While existing solutions provide for the presence of data
processing and application servicing capabilities at edge net-
work nodes, they have typically been considered in the form
of static instances for the presence of these capabilities. The
stated capabilities may exist in hardware or software bundles
that may need to be entirely replaced when the new capabili-
ties become available. They may also require human inter-
vention to install the new capability on location. The problem
may be further exacerbated when the operator owns equip-
ment from various manufacturers, each requiring their own
way of implementing the capability. They also require this
same process when the operational aspect of a service
requires contextual input that may be different from location
to location, such as a local map.

BRIEF SUMMARY

Accordingly, one example of the present invention is a
method for operating and managing data and application
services at an edge of a network. The method includes execut-
ing an application on an edge node. The edge node provides
services to mobile device end users on the edge of the net-
work. The method further includes identifying an operating
context for executing the application on the edge node. The
method further includes managing the operation and lifecycle
of'the application on the edge node in response to the identi-
fied operating context.

Another example of the present invention is a system for
operating and managing data and application services at an
edge of'a network. The system includes a system memory and
a computer processor coupled to the system memory. The
system further includes an executing unit, which is also
coupled to the computer processor. The executing unit
executes an application on an edge node. The edge node
provides services to mobile device end users on the edge of
the network. The system further includes an identifying unit.
The identifying unit identifies an operating context for
executing the application on the edge node. The system fur-
ther includes a managing unit. The managing unit manages
the operation and lifecycle of the application on the edge node
in response to the identified operating context.
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A further example embodiment of the present invention is
a computer program product for operating and managing data
and application services at an edge of a network. The com-
puter program product includes computer readable program
code configured to: execute an application on an edge node,
wherein the edge node provides services to mobile device end
users on the edge of the network; identify an operating con-
text for executing the application on the edge node; and man-
age the operation and lifecycle of the application on the edge
node in response to the identified operating context.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the claims at
the conclusion of the specification. The foregoing and other
objects, features, and advantages of the invention are apparent
from the following detailed description taken in conjunction
with the accompanying drawings in which:

FIG. 1 shows a system for operating and managing data and
application services at an edge of a network according to one
embodiment of the present invention.

FIG. 2 shows mobile devices at the edge of a cellular
network according to one embodiment of the present inven-
tion.

FIG. 3 shows a method for operating and managing data
and application services at an edge of a network inaccordance
with one embodiment of the present invention.

FIG. 4 shows a generic stack of software modules expected
to reside on the smart edge nodes to service applications on
the edge devices according to one embodiment of the present
invention.

DETAILED DESCRIPTION

The present invention is described with reference to
embodiments of the invention. Throughout the description of
the invention reference is made to FIGS. 1-4. When referring
to the figures, like structures and elements shown throughout
are indicated with like reference numerals.

Embodiments of the present invention are directed toward
provisioning and management of services residing at the very
edge of a radio access network by considering service life-
cycle aspects such as transfer (e.g., due to end-device mobil-
ity), installation, execution, monitoring, troubleshooting,
modification, upgrade, replacement, activation, deactivation,
and removal of these services based on current and antici-
pated operational context. Embodiments ofthe invention may
further manage the application and data services in response
to the identified context of the end user.

FIG. 1 shows an example system 102 for operating and
managing data and application services at an edge of a net-
work. The system may include a system memory 104, a
computer processor 106, an executing unit 108, an identifying
unit 112, and a managing unit 116.

The executing unit 108 is coupled to the computer proces-
sor 106 and the executing unit 108 executes an application on
an edge node 110. The edge node 110 provides services to
mobile device end users on the edge of a network.

The identifying unit 112 identifies an operating context
114 for executing the application on an edge node 110. The
managing unit 116 manages the operation and lifecycle of the
application on an edge node 110 in response to the identified
operating context 114.

In one embodiment of the invention, the computer proces-
sor 106 may be configured to identify an operating context
114. The operating context 114 may include the spatiotem-
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poral context 118 of mobile device end users. The spatiotem-
poral context 118 may include the anticipated spatiotemporal
context 120 of mobile device end users. The anticipated spa-
tiotemporal context 120 may depend on the mobility patterns
122 of a mobile device end user.

In one embodiment of the invention, the computer proces-
sor 106 may be configured to identify an operating context
114. The operating context 114 may include the mobility
patterns 122 of mobile device end users.

In one embodiment of the invention, the computer proces-
sor 106 may be configured to select the edge node 110 for
execution of the application from a plurality of edge nodes
110. The edge node 110 is responsive to the identified oper-
ating context 114. In one embodiment, the computer proces-
sor 106 may be configured to identify application services
currently used by mobile device end users.

In another embodiment, the computer processor 106 may
configure computer executable instructions at the edge node
110 according to the identified operating context 114. In one
embodiment, the computer processor 106 is configured to
provide services in response to anticipated future context 124
of the mobile device end users.

FIG. 2 shows a system of mobile devices at the edge of a
cellular network 202 according to one embodiment of the
present invention. The system shows a number of edge
devices 204 such as smartphones (representing a number of
relatively powerful, interactive edge computing devices),
cameras (representing controllable devices that will primarily
be used to produce information for consumption by other
devices in mobile-to-mobile communication), and traffic
lights (representing actuator devices that are primarily used to
consume to contextual information they receive and act to
effectuate situations). The figure also shows cellular network
equipment 206 at the edge (referred to as network edge node),
such as antenna towers controlled by base stations (BT), in
turn controlled by remote network controllers (RNC). A tra-
ditional cellular network will carry its subscriber data traffic
over its backhaul and core network to applications in the
Internet.

To cope with the increasing bandwidth congestion at the
backhaul from the increasing use of data services, alternative
architectures are emerging where data traffic may be oft-
loaded away from the provider’s backhaul and core networks
to an alternative path, for example a commercial or residential
Internet connection. Such offload would typically occur at the
BT (including residential femtocell base stations) or the
RNC.

FIG. 3 shows a method for operating and managing data
and application services at an edge of a network 302, in
accordance with one embodiment of the present invention.
The method includes executing step 304. During the execut-
ing step 304, an application is executed on an edge node. The
edge node provides services to mobile device end users on the
edge of the network. After executing step 304 is completed,
the method continues to selecting step 306.

At selecting step 306, edge nodes may be selected for
execution of the application from a plurality of edge nodes.
The edge node may be responsive to an identified operating
context.

In one embodiment, an application may exist on the
selected (smart) edge nodes. FIG. 4 shows a generic stack of
software modules expected to reside on the smart edge nodes
to service applications on the edge devices 402 according to
one embodiment of the present invention. In an embodiment,
each edge device 402 includes an edge data processing plat-
form (EDPP). The EDPP provides a stack containing a con-
nectivity services layer 404 used by the edge node to manage
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its connection to the edge device, and other cellular network
nodes, such as other edge nodes. The stack may also contain
a middleware services layer 406 to hide the technology spe-
cifics of the lower layers to higher layers and also provide
value-add to them such as content cache, quality of service,
content adaptation and distribution, billing, data offload, etc.
Finally, the stack may also contain an application layer 408,
where applications reside to offer services to edge devices.

Each edge device 402 may be connected to an operation
and lifecycle decision point (O&L,_DP) 410. The O&L_DP
modules supervise various operation and lifecycle decision
enforcement points (O&L_DE)412. The O&I_DP sets rules
under which the O&L._DE operate to manage the applications
running in the edge nodes, according to one embodiment of
the present invention. The operation and lifecycle decision
points 410 of the management module may be located on the
network providers business support/operation support sys-
tems (BSS/OSS) having access to the subscriber information,
service information, resources (e.g., capacity and utilization
of base stations), application repository, etc.

After selecting step 306 is completed, the method contin-
ues to identifying step 308. At identifying step 308, an oper-
ating context may be identified for executing applications on
the edge node. The operating context may include, for
example, the spatiotemporal context of mobile device end
users. The spatiotemporal context may include the antici-
pated spatiotemporal context of mobile device end users. The
anticipated spatiotemporal context may be derived from the
mobility patterns of mobile device end users. For example,
the mobility of users may determine where the user will be in,
say, ten minutes, which is the anticipated spatiotemporal con-
text of the user. After identifying step 308 is completed, the
method continues to configuring step 310.

At configuring step 310, computer executable instructions
atthe edge node may be configured according to the identified
operating context. After configuring step 310 is completed,
the method continues to providing step 312.

At providing step 312, services may be provided in
response to anticipated future context of the mobile device
end users. After configuring step 312 is completed, the
method continues to managing step 314.

At managing step 314, the operation and lifecycle of the
application may be managed on the edge node in response to
the identified operating context. In an embodiment, a man-
agement module that manages the operation and lifecycle of
applications for mobile device end users may include a dis-
tributed collection of operation and lifecycle decision points
and corresponding decision enforcers.

In one example embodiment, consider a find-a-friend ser-
vice to which subscriber A may subscribe to. This service
allows the subscriber to locate friends in her vicinity. This
service is typically offered by third-party online application
services providers that correlate GPS information they
receive in their back-end servers from corresponding client
applications (apps) running on subscriber smartphones. Due
to the inherent locality aspect of the application, it is expected
that local execution of the application on an edge node will
significantly reduce the backhaul traffic generated by all the
smartphones reporting in their location. It may also signifi-
cantly reduce the response time and real-time operation time
that is required for an application to work; hence the quality of
experience (QoE) will improve. Suppose that for a period of
time (e.g., early morning hours), no one makes use of this
application. Hence, the O&I_DP may instruct the O&L,_DE
in a particular base station, for example BT2 (see FIG. 4), to
deactivate the application with the option to archive it locally,
or erase it entirely. At some point, the smartphone of sub-
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scriber A may connect to BT2 and subsequently, O&L_DE
learns of this event from the services provided by the corre-
sponding connectivity services layer. It communicates this
event to its supervising O&[_DP which consults the sub-
scriber repository to find out what services the subscriber
uses. Upon discovery that the subscriber subscribes to the
find-a-friend service, the O&L_DP instructs the O&I_DE to
load the application (if not already loaded) and is ready to
serve the subscriber. The O&L_DP may further provide a
copy of the map that corresponds to the geographical cover-
age of radio transmitters and receivers at BT2. This is an
example of contextual configuration of an application where
a generic application (find-a-friend) is provisioned to operate
in a particular area (the coverage area of BT2).

The above example shows a case where O&L_DE is being
instructed from its supervising O&L_DP to activate and con-
figure a specific application. In other embodiments,
O&L_DE modules may coordinate with each other, espe-
cially when a mobile user handoffs from one base station to
the next. In this case, the O&IL._DE in the origin base station
may instruct the O&L_DE of the potential destination base
stations in advance of what services subscriber A subscribes
to (and even the specific services the subscriber currently
engages with) so that the destination base station prepares
itself to serve the application needs of the subscriber upon
handoff.

In yet another embodiment, if an O&L_DE does not have
enough resources to execute, say the find-a-friend application
locally, after inquiring its resource status repository or upon
request from the O&L._DE, the supervising O&L_DP may
instruct a corresponding RNC to execute the application
instead.

In another example embodiment, the application may
involve a city safety application involving a number of col-
lections of sensors including acoustic, day cameras, night
(e.g., infrared) cameras, light sensor, etc. Due to the higher
energy and bandwidth requirements of cameras as compared
to acoustic sensors, the application is designed to conserve
energy by using the acoustic sensor continuously and the
cameras intermittently (or at low resolution) until the acoustic
sensors listen to a “disturbances” in which case they instruct
full use of the cameras. The video feeds are either stored
locally for future retrieval or send to a back-end operator for
further action.

This is yet another example of where local execution of the
application can significantly accelerate the response of the
system. It is also a location dependent application requiring
configuration from neighborhood to neighborhood (and from
city to city if the application is deployed in multiple cities).
For example, based on the street and building topology, size,
and orientation of buildings, each area may have different
rules as for when it is better to engage the day cameras or the
night cameras. Thus, the operating context in this embodi-
ment is a temporal context of stationary sensors. It will be
very labor intensive, hence, expensive to configure these rules
by dispatching technical crews to manually configure these
for each locality. Instead, the rules can be entered and man-
aged in the O&L._DP which can then provision each instance
of'the application in the different locations by instructing the
corresponding O&L_DP to configure the application accord-
ingly. Furthermore, the O&L_EP may activate and deactivate
as necessary the video processor modules that correspond to
the processing of the day or night cameras depending on when
and where they are needed.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
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present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
ormore computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
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mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

The descriptions ofthe various embodiments of the present
invention have been presented for purposes of illustration, but
are not intended to be exhaustive or limited to the embodi-
ments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing
from the scope and spirit of the described embodiments. The
terminology used herein was chosen to best explain the prin-
ciples of the embodiments, the practical application or tech-
nical improvement over technologies found in the market-
place, or to enable others of ordinary skill in the art to
understand the embodiments disclosed herein.

What is claimed is:
1. A system for operating and managing data and applica-
tion services at an edge of a network, the system comprising:

a system memory,

a computer processor coupled to the system memory;

an executing unit coupled to the computer processor, the
executing unit to execute an application on an edge node,
wherein the edge node provides services to mobile
device end users on the edge of the network;
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an identifying unit to identify an operating context for
executing the application on the edge node; and

amanaging unit to manage an operation and lifecycle of the
application on the edge node in response to the identified
operating context;

wherein the operating context includes a spatiotemporal
context of the mobile device end users; and

wherein the spatiotemporal context includes anticipated
spatiotemporal context of the mobile device end users,
wherein the anticipated spatiotemporal context is
derived from mobility patterns of mobile device end
users.

2. The system of claim 1, wherein the operating context

includes the mobility patterns of the mobile device end users.

3. The system of claim 1, wherein the computer processor
is configured to select the edge node for execution of the
application from a plurality of edge nodes, wherein the edge
node is responsive to the identified operating context.

4. The system of claim 1, wherein the computer processor
is configured to identify application services currently used
by mobile device end users.

5. The system of claim 1, wherein the computer processor
is configured to provide services in response to anticipated
future context of the mobile device end users.

6. The system of claim 1, wherein the operating context
includes a temporal context of stationary sensors.

7. A computer program product for operating and manag-
ing data and application services at an edge of a network, the
computer program product comprising;

a non-transitory computer readable storage medium hav-
ing computer readable program code embodied there-
with, the computer readable program code configured
to:

execute an application on an edge node, wherein the edge
node provides services to mobile device end users on the
edge of the network;

identify an operating context for executing the application
on the edge node; and

manage an operation and lifecycle of the application on the
edge node in response to the identified operating con-
text;

wherein the operating context includes a spatiotemporal
context of the mobile device end users; and

wherein the spatiotemporal context includes anticipated
spatiotemporal context of the mobile device end users,
wherein the anticipated spatiotemporal context is
derived from mobility patterns of mobile device end
users.

8. The computer program product of claim 7, wherein the
operating context includes the mobility patterns of the mobile
device end users.

9. The computer program product of claim 7, further com-
prising computer readable program code configured to select
the edge node for execution of the application from a plurality
of edge nodes, wherein the edge node is responsive to the
identified operating context.

10. The computer program product of claim 7, wherein the
comprising computer readable program code is configured to
identify application services currently used by mobile device
end users.

11. The computer program product of claim 7, further
comprising computer readable program code configured to
configure computer executable instructions at the edge node
according to the identified operating context.
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12. The computer program product of claim 7, further
comprising computer readable program code configured to
provide services in response to anticipated future context of
the mobile device end users.
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